EPIAXTHPIAKH AXKHXH #3

Xrpopo Awktoov: | P Ipomtoxkorro kot [pmtokoira Apoporoynong

1. Avtikeipevo

H epyoomplokn doknon amockomel otnv gfoikelwon tov @ormtdv pe to {fTnua Tov

LoYIK®V S1081KaGIDV, 01 0T0iEG VAOTOL0VVTAL 6TO ENiNedO TOL oTpdpaToc Aktoov (Network
Layer tov mpotomov OSI) ota diktva HY. Zta mlaicia ovtd Oo eéetacBovv to €€ng

Onmpatao

H Xertovpywotnta mpotéxorrov IP (Internet Protocol)

H letrtovpywotnta tov IP dievbdveeov kot tov Mookdv Awtoov (Network
Mask)

H Aertovpyikdtnta TV SuVOIK®V TPOTOKOAA®Y dPpOHOAOYNONG

Ou apyéc Aertovpyiog TV TPOTOKOAA®Y Jdpopordynong Katdotaong Zevéng
(Link State Routing Protocols)

H Xewtovpyic tov OSPF (Open Shortest Path Firstpotokoilov g
XOPOKTNPIOTIKO  Tapdderypo  Avvopkod  [Ipwtdékordov  Apopordynong
Koatdotaong Zevéng

2. Epyacmprokég MeTpnosig

2.1 .Evepyonomote v gpappoyy Command Promptov Windows and 1o pevod emioyng
TOV TPOYPOUUATOV (EvoAlakTikd ekteléote TNV eviol cmd and 1o mpdypoppa Runm
emlé€te TV opada Tpoypapdtov accessoriesat ot cvvéyeto, to Command Prompt).
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2.2 Extedéote v evtoln ipconfig oto mepifddhiov g epapuoyn Command Prompt.
Inuewwote Vv IP dievbuvvon tov HY ocag (IP Adress);m Mdaoko Awktoov (Subnetwork
Mask) ko1 v IP dievbuvon tov Default GatewayE&nynote m Asttovpykdmo tov
TPOAVAPEPOLEVDV d1ELOVVCEMV.

F =
Microsoft Windows XP [Uersion 5.1.26881]
B<C> Copyright 1985-2881 Microsoft Corp.

IC:“Documents and Settings:BlackXipconfig

Mindows IP Configuration
[Ethernet adapter Local Area Connection:

PeSS. . . . o . : 172.16.136.54
k... .. - e . : 255.255.8.8
Default Gateway . . . - - . - 2 172.16.230.1

C:“Documents and Settings“Black>

Zynua 2. Anoxpion atnv extéleon e evrolng ipconfig.

2.3.EmAéEre 10 gicovidro Control Panebnd 1o pevod enthoyng towv tpoypoupdtov (Xyqua 1)
Kar otn ovvEyxewa 1o sikovidio Network ConnectionsZtn cvvéyeia pe 8e&i KAhik o710
ewovidlo Local Area ConnectioemiiéEte To Propertiescon v emthoyn Internet Protocol
(TCP/IP).Evodloxtikd emAééte ) cvvtopevon “Network Connectionsino to Task Bar
tov Windowskat 1o PropertiesXvykpivere 1i¢ eikovilopeveg d1gv00voelc ue antég mon
Kataypayate 6to Briua 2.2. ZyoAdote T0 amotélecua TG 6OYKPIoNG.

B Control Panel E)B)E] | % Network connections e
Fle Edt View Fovortes Toos Help B W re cor vew Favowes Toos Advanced e o F
P P [ rces [ Qosk - () 3 Dsewch [t [
Address | B cortrol panel Y| Ed S Y adiess [R network comoctions v Be
= &, = =1 o @ e ‘S)& “ _LANor High-Speed Internet
E’ Control Panel ® - é L) @ = - )
dccomilty Addardwe adlor ot Awoate DteandTie Dl
B Switch to Category View Options Remov. Tools Updates
7 /‘1 9 S5 & 4 \ﬂ Disable.
See Also - = D Status.
Folder Options Fonts. Internet Java Keyboard Mail
Q Windoy Options
i
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Speech System Taskbar and  User Accounts  Windows Wireless
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Local Area Connection

- Local Area Connection Properties @@ Internet Protocol (TCP/IP) Properties

Gensral | Authentication | Advanced General

Cannect using You can get I seltings assigned automatically if your netiork supparts
this capabilly. Otherwise, you need to ask. your network administiator for

B8 Atheros L2 Fast Ethermet 10/100 Bas the appropriate [P settings.

This connection uses the falowing items: ) Obtain an P address automatically
) {8 005 Packet Scheduler A~ ) Use the following |P address:
J 1P address: 172. 16 . 136 . 54
v Subnet mask: 255.255. 0 .0
P 3 = =
| Defaull gateway, 172. 16 .230. 1
Description
Transmission Contral Protocal/Internet Protocol. The default (3 Uss the follawing DNS server addresses
wide area netwark, protocol that provides commurnication
acrass diverse inferconnected netwarks. Freferred DNS server: 143.233.173 . 2
Altemale DNS server 194 177 210210

Shaw icor in notification area when conmected
Matify me when this connection has limited or na connectivity

Advanced.
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2o 3. Windows Eixovidio, EAéyyov Aiktvaxdv PoOuicewmv.



2.4 Evepyonomote 1o Wiresharkapoypappo napakorobnong g kaptag diktvov HY cac.
21 ovvéyela ekTeAEote TNV €VvIOAN ping mpog pia IP dievbvven tov LAN o10 omoio
avikete (m TomoAoyia Tov gpyactnplokod diktdoov mapatiBetar oto Ilapdptnuo Tov
evAlodiov). Koataypdayte v minpogopioc mov mopovoidletar oto mapdbvpo g
epapuoyng Command Prompt (time, TTkot Ping Statistics)EAéyEte tqv kotaypagn
tov oxetikdv unvopdatov (ICMP) and to Wiresharkkat onueidote v tiur tov Iediov
TTL ota ICMP unvoparto Echo Request kot Echo Reply.

& (Untitled) - Wireshark g@@

Fle Edt Vew Go Caotwe Andlyee Statisis Help -
Bugas EEXZ2E A+e+»20TL|[(BE QD #¥M X T

Eiler: | |~ Expression... Clear Apply

Source Destination Protocol | Info B
224.0.0. OSFF Hel o Packet
spanning . RoOT

o, -

705442 T020:20:2 Ic
16 18.024120 C wmrnng tree-(for-br STP conf. ROOT = 32768/00:04:c1:70:a6:42 COSt = 0 POrT
17 18.705800  10.0.20.2 10.0.20 TEMP Echo (ping) reguest
18 18. 706242 .0.20.3 10.0.20. 2 TCHP echao (ping) reply
19 19.705855 L0.2002 10.0.20.3 ICMP Echo (ping) request
20 19. 706183 0.20.3 10.0.20.2 TP echo (ping) reply =
21 20.026825 Cisco_70:a6:42 Spanning-tree-(for-br STP Conf. RODT = 32768,/00:0 :70:a6:42 COst = O Port
22 20.705836  10.0.20.2 10.0:20.3 “TEMP Echo (ping) reguest
23 20.706170  10.0.20. LOEOE2052 TCMP Echo (pina) renly 2

3
= Internet Protocol, Sre: 10.0.20.2 (10.0.20.2), Dst: 10.0.20.3 (10.0.20.3) i
wversion: 4
Header Tength: 20 bytes
= Differentiated services Field: ox00 (DSCP 0x00: Default; Ecn: 0x000
Total Length: 60
Tdentification: 0x0480 (1152)
@ Flags: 0x00
Fragment offset: O
Time to Tive: 128
Protacol: ICMP (0x01)
= Header checksum: Oxfa3c [correct]
[Good: True]
[Bad : False] £ |
source: 10.0.20.2 (10.0.20.2)
Destination: 10.0.20.3 (10.0.20.3)
2 Internet Control message Protocol
Type: 8 (Echo (ping) reguest) &
0000 00 08 c7 b2 27 a4 00 04 76 dl c2 8c 08 00 45 00
0010 00 3C 04 80 00 00 B0 01 fa 3c 0a 00 14 02 0a 0O
0020 14 03 08 00 27 5¢ 02 00 24 Q0 61 62 63 64 65 66 ‘.. $.abcdef
0030 67 68 60 6a 6b 6c 6d 6e &F 7O 71 72 73 74 75 76 glﬂ]k'\mn qur‘stu\/ =4
0040 7T 61 62 63 B4 65 66 AT A8 6O wabcdefg h a2

Packets: 25 Displayed: 28 Marked: 0 Dropped: 0

tled) -
fle Edt View Gi Capture Analyze Statistics Help

Bedoe EEHXPE Le=s2aTFL Qacl @#EmX B

Eiter: | |~ Expression... Clear &pply

Protacol Info

Ha. Source

Urab:42 Cost
ing) req
Cping) reply
(ping) request
I Cping) reply
spanmng ~tree-(for-hr . ROOT = 32768/00:04:cl:70:36:42 Cost = 0 Port =
10, 0,602 1 ping) reguest
10.0.20.2 Cping) reply
224.0.0.5 Hello Packat
tree=(for-br =0 POrt g
1 %
= Internet Protocol, Src: 10.0.60.2 (10.0.60.2), Dst: 10.0.20.2 (10.0.20.2) ~
wversion: 4
Header length: 20 bytaes
@ pifferentiated services Field: 0x00 (pscP Ox00: pefault; EcChM: Ox00)
Total Length: &0
Identification: oxoofc (252)
® Flags: 0x00
Fragment offset: 0
Time to Tive: 123
Protocol: ICMP (0x01)
= Header checksum: Oxd8cl [<orrect]
[Good: True]
[Bad : False] |
Source: 10.0.60.2 (10.0.60.2]
pestination: 10.0.20.2 (10.0.20.2)
© Internet Control Message Protocol
Type: 0 (Echo (pingd replyd &
S & i
0000 00 04 76 dl c2 8c 00 03 e3 62 aB 20 08 00 45 00 e + whe
0010 00 3c 00 fc 00 00 7d 01 d8 ¢l 0a 00 3c 02 Oa 00 % e
0020 14 02 00 00 2b 5¢ 02 00 28 Q0 61 62 63 64 65 66 SN ( abcdaf
0030 67 68 69 6a 6b 6C 6d Ge 6f 70 71 72 73 74 75 76 ghuk'lmn QparsTLY L
0040 77 61 62 63 64 65 66 67 68 6% wabcdefg hi -

File: "C1\DOCLMEc1|AdminiLOCALS~ 1| TempletherCatia01516" 1982 Bytes 00:00:22 Packets: 24 Displayed: 24 Marked: 0 Dropped; 0

Zynua 4. Wireshark kotaypapin ICMP upvoudraov.

2.5. itedéote Vv eviodn ping mpog i 1P dievbuven ektdg tov LAN oto omoio avikete.
Koataypayte v minpogopio mov mapovsidletor oto mapdbupo NG EQOPHOYNG
Command Prompt (time, TTkat Ping StatisticsS)EA&yEte v kataypa@n TOV GYETIKOV
unvopdtev (ICMP) and to Wiresharkkor onueidvote mv tyun tov Iediov TTL ota



ICMP pnvouata Echo Request kat Echo Reply. Zvykpivete kat oyoAdote Ti¢ TIHEG TOV
nediov TTL omd to friuata 2.4. ko 2.5.

mmand Prompt
IC:~Documents and Settings“Adnin>ping 18.

.B.68.3 with 32 bytes of data:

time<{ims TTL=128

time<l TTL=128

18. hyte time<l TTL=128

Reply from 18.8.68.3: bytes=32 time<ims TTL=128

Ping statistics for 18.0.68.3:
Packets: Sent = 4, Received = 4, Lost = @ (Bx loss>,
Approximate round trip times in milli-—seconds:

Minimum = Bms. Maxinum = Bms. Average = Bms

IC:~Documents and Settings™Adnin>_

2o 4. Amdxpion oty extéleon e evrodijc ping.

2.6.Xvvdebeite, pe ) gpnon tov internet explorergto Web Servertov epyaotnpiov. H
ovVOEoT UE TO Servereival duvotn it Pe TV TANKTPOAOYNON TOL GUUBOAIKOV OVOUATOG
labserver gite ue v minktpordynon g IP dievbuvong tov 10.0.40.11. EAréyte Tig
TipéC Tov ediov oty IP emkepolida (headerkmv nakétov mov avieAldccovial.
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2ynua 5. Kopia Zelioa epyaotnpiaxod \Web Server.

2.7. Exteléote v eviodn telnet <IP &wev0vvon Router> vy vo ovvdebeite pe to
mepPdAlov  dwayépiong tov router. Qg IP debBvven Tov router umopeite va
YPNOYOTOOTE omoldNToTE d1evbuvvor €xel oplotel oTig demapég tov router. 'Eva
napadetypo Topovotdletarl oto Tyniua 16. E@dcov, {ntnbei passwordiinktporoyfote
AEEN cisco.



[ Commendprome L

C:~Documents and Settings“Admin>telnet 10.8.28.1_

2ynua 6.IpocPaon aro mepifcllov dioyeipions oo router

2.8. Exteléote v evtodn enable xoi otn ovvéyewn v evtodn show running-config.
Mehetnote ta dedopéva oL TOPOVGLALOVTOL Kol GLYKPIVETE TIG TILEG TOVG LE AVTEG
7oV Tapovctaloviotl 6To Zynuo XX. ZYoAldoTe T AEITOVPYIKTY AOYIKY] TOV SIETEL
mv opydveoon tov IP devbiveewv oto diktvo tov gpyactnpiov m.y. devbivoelg
o€ OL0POPETIKA VTTOSTKTLO, OPIGHOG LAGKMY OIKTOOV KAT.

2.9.Exteléote v evioln show ip route mpokeiuévon va amoktnote Tpocfacn otov Tivoko
dpopordynong mov &yst omuovpyndei pe dvvoukd tpomo amd OSPF mpwtdkorro.
Meletnote ta dedopéva TOL TOPOVGLALOVTIOL KOU GUCYETIOTE TO WE TN OIKTLOKT
TomoAoyio. oV mapovslaleTor oto Zymua XX.

2.10. Krtedéote v eviodn tracert mpog po IP d1evbvuvon extdég tov LAN oto omoio
avnkete. Kataypdyte v minpoeopio mov mopovctdleTol 6To mapabupo e EQapUOYNG
Command Prompkat cuykpivete ot 10 GIOTEAECUOTO UE TOV TIVOKO dPOROAOYNONG
ToV Ppatog 2.9.

mimand Prompt

Reply from 1
[Reply from 18.8.
Reply from 18.8._

[Ping statistics for 18.0.

Packets: Sent = 4, Re d = 4, Lost = @ (Bx loss).
Approximate round trip ti in milli-seconds:

Minimum = 2ms, Maximum = 5Sms. Average = 2Zms

IC:~Documents and Settings“Admin>traceroute 10.0.68.2
’traceroute’ is not recognized as an internal or external command.
operable program or batch file.

IC:“\Documents and Settings“Admin)>tracert 10.8.60.2

Tracing route to 18.8.68.2 over a maxinum of 38 hops

<1 ms 10.8.20.1
1ims 18.6.8.10

2ynuo 1. Amoxpion Evioing ICMP evrolng tracert.



Core 1

Pc VoIP-1/VLAN 10: Server
IP address: 10.0.10.2/24
Default Gateway:10.0.10.1

Pc M1/VLAN 20:NOC %0
IP address: 10.0.20.2/24 %
Default Gateway:10.0.20.1

Pc M2/VLAN 20:NOC
IP address: 10.0.20.3/24
Default Gateway:10.0.20.1

Pc User 1/VLAN 30:Users
IP address: 10.0.30.2/24
Default Gateway:10.0.30.1

Pc User 1/VLAN 30:Users
IP address: 10.0.30.3/24
Default Gateway:10.0.30.1

Core 1
User Hub
Core 1 .
. ol
Switch Router 00
@ 10.6.0.1/30
fa0/24 serial0/1
fa0/0
10.0.10.1724 \10:6.0.9/30
10.0.20.1/24
10.0.30.1/24

Memberl-r
serial0/0
10.6.0.2/30

fa0/0

Core 2

Pc S1/VLAN 60:NOC
IP address: 10.0.60.2/24
Default Gateway:10.0.60.1

@/fao/z

Pc S2/VLAN 60:NOC
IP address: 10.0.60.3/24
Default Gateway:10.0.60.1

Pc User 3/VLAN 50:Users

IP address: 10.0.50.2
Network Mask: 255.255.255.0
Default Gateway:10.0.50.1

Pc VoIP-2/VLAN 40: Server
IP address: 10.0.40.2/24
Default Gateway:10.0.40.1

Core 2
C°re 2 Router .
Switch serial0/1
10.6.0.5/30
serial0/0
10.0.40.1/24 10.6.0.13/30
RS 10.0.50.1/24
> 10.0.60.1/24
N
»

Pc User 4/VLAN 50:Users

IP address: 10.0.50.3
Network Mask: 255.255.255.0
Default Gateway:10.0.50.1

10.1.1.1/24

serial0/1
10.6.0.6/30

Hub Member 1

| Member 1

Pc 1/LAN : User
IP address: 10.1.1.11/24

Pc M3/LAN :NOC
IP address: 10.1.1.2/24

serial0/1
) 10.6.0.10/30
serial0/0

10.6.0.14/30

Zynua 1 Epyaotyproxn Tomoloyia

fa0/0
10.1.3.1/24

Member3-r

| Member 3

Pc 1/LAN :User
IP address: 10.1.3.11/24

Pc S3/LAN :NOC
IP address: 10.1.3.2/24







