EPIAXTHPIAKH AXKHXH #2
Ethernet MAC Xtpdpa
1. Avtikeipevo

H gpyaomplokn doknon omookomel oty efokeimon tov @ormtdv pe 1o (RTNUO ToV
LOoYIK®V S1001KaAc1IdV, 01 0moieg VAoToovvVTaL 610 eninedo Tov otpdpatog MAC (avdroyo
tov Link Layertov npotomov OSI) evog Ethernetromicov diktvov HY. Xta nhaicia owtd o
eetaoBovv ta e&ng Intparta:

o H Aegitovpywotra g MAC d1e00vuveng tng kaptag SikTHov
e H Aerrovpywcdmra tov tpmtokoirov ARP (Address Resolution Protocol)
e Ot évvoieg tov Collisionkat Tov Broadcast domain

¢ H Aerrovpyikdro tov hub kon tov switch kot n oyéon toug pe T1g £vvoleg Tov
Collisionkat tov Broadcast domain.

2. Epyacmprokég MeTpiosig

2.1.Evepyonomjote v gpappoyn Command Promptov Windows and 1o pevod emdoyng
TOV TPOYPOPUATOV (EvoAlakTikd ekteléote TNV eviol cmd and 1o mpdypoppa Runm
emAéEte TV opada Tpoypopdtov accessoriesat ot cvvéyeto, to Command Prompt).
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2o 1. Evepyoroinon g epapuoyic Command Prompt

2.2.Exteléote v evtoln ipconfig/all oto mepiBdilov g epappoyn Command Prompt.
Inpewwote ™ MAC (Link Layer) kot v IP (Network Layer)dievfvven tov HY oag.
E&nynote ™ AettovpykdtnTa TV TPoavapepOUEVmY d1endiveemy.



Microsoft Windows XP [Uersion 5.1.26881]
(C>» Copyright 1985-2801 Microsoft Corp.

IC:~Documents and Settings“Adnin>ipconfigrall

Mindows IP Configuration

Host Mame : dcom—B%e8781d29
Primary Dns Suffix H

Hode Type Unknown

IP Routing Enabled Mo

WINS Proxy Enabled : No

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
| Description : 3Com EtherLink XL 18-188 PCI For Com
frlete PC Management NIC (3C?B5C-TH>

Physical Addre : B8-84-76-D1-C4-4C

Dhcp Enabled. HI, |

IP Address. .

Subnet Mask

Default Gateway

C:~Documents and Settings“Admnin>

2ynua 2. Améxpion otnv extéleon g evrodsng ipconfig/all.

2.3.Extedéote TV evtoAn arp —a oto nepiffdilov g epapupoy; Command PrompEiéyEte
eav vmdpyovv kataywpnoel; MAC odievbiveewv. E&nynote  Asttovpykdtnra g
EVTOANG arp Kafmg Kot TNV amovcio KUToYmPCEDV .

BC:“Documents and Settings“Admin>arp -a
Mo ARP Entri Found

IC:\Documents and Settings“Admin>

2yniua 3. Amokpion oty ektédeon e evioAng arp -a.

2.4 Exteléote TV evioln ping <ip diebOvven evrosc LAN> o610 mepifddhov g epapuroyn
Command PromptEAéyEte edv vadpyetl amdrkpion omd TV TEPUATIKY GVGKEVT 1] OToia
avomopotdror pe v IP devbvovon v omola mAnktpoAoyncate. EEnynote 1
AEITOVPYIKOTNTO THG EVIOANG Ping.

mmand Prompt
Documents and Settings“Admin>ping 18.8.60.3
Pinging 18.8.68.3 with 32 bytes of data:

Reply from 18.8.608.3: bhytes=32 time{ims TTL=128
18.8.68.3: hyte 2 time<{ims TTL=128
18.8.68.3: bytes=32 time<ims TTL=128

Reply from 18.8.68.3: bytes=32 time<ims TTL=128

Ping statistics for 18.0.68.3:

Packets: Sent = 4, Received = 4, Lost = @ (Bx loss>,
Approximate round trip times in milli-—seconds:

Minimum = Bms. Maxinum = Bms. Average = Bms

IC:~Documents and Settings™Adnin>_

2o 4. Amwdxpion oty extéleon e evrodijc ping.



2.5.Extedéote v evioln arp —a oto mepiffdilov g epapuoy; Command PrompEiéyEte
eqv vmapyovv kortaywpnosle MAC dievboveewv. E&nynote v moapovoia g
KOTOYDPNONG O OVTIOGTOAN LE TNV OOLGI0 KOToY®PNoe®V 6To Pfripa 2.3.

Command Prompt

IC:“Documents and Settings“Admin2arp —a

Interface: 18.8.68.2 —— Bx2
Internet Address Physical Address Type
18.8.68.3 A8-04—76—d1—-c2-8e dynamic

C:~Documents and Settings“AdminX>

2ynuo 5. Awoxpion oty ektéleon g evioAng arp -a.

2.6.Evepyonomote to npodypappa Wireshark Eyrua 1). Znv 006vn cog Bo tapovcloctel to
KOp10 TaPEBLPO TNC EQUPLOYNS, OTIMG TOPOVLGLALETAL GTO ZyNua 6.

! The Wireshark Network Analyzer

Fle Edit Wew Go Capture Analvze Statistics  Help
B @ o BB x % & B ¢« 2 » F 2 |[HEIE & &a &

Filker; | * Expression.., Clear Apply

Ready to load or capture

‘dstart  [Ghe

No Packets

2ynua 6. Kopio mapdbopo e epapuoyns \Wireshark.

Me v emhoyf Tov ekovidiov eAéyyov mov emonuoivetar oto Xynuoa 7 (“List the
available capture interfaceI) mapovoioacboiv 6Aa o1 dabicipeg dienapic (interfaces)
STHOoV Yo TIg 0moleg TO TPOYpope popel va evepyomom el (BAéne Zynua 8).



74’ The Wireshark Network Analyzer IZHEWZl

Fle Edit Wiew Go Capture  Analyze  Statistics  Help

BWeee o@xoaBese7 EEKaa

|Listthaava\lablacaptureinterfacas...l |v Expression.., Clear  Apply

Mo Packsts

i ;’.‘ STEH I Edunet_|

__The Wireshark Network Analyzer
File Edit Yew Go Capture Analyze Statistics  Help

B oW oo e e B X fo&

Filter; |
"4l Wireshark: Capture Interfaces
Description P Packets Packetsfs
‘. 3Com Etherlink PCI (Microsoft's Packet Scheduler) 100060.2 6 1
d. Adapter For generic dialup and YPM capture Urknaam o a :
| Ready to load or captire o Packsts

' ,’,’ start Th Edunet | v Command Prampt T k.o BN |8 W, (400

2ynuo 8 Arabéoiueg ducrvorés diemapés HY.

Me v emdoyf tov mAfKktpov Start yio v Ethernetkdpta dwktoov (Eynuo
gpoppoyn apyilel va kotaypdeet T S1kTvokm kivnon g kdptag duktoov tov HY

9), m



File Edit Yew Go Capture Analyze Statistics  Help

B e B

«s =72 BE «aa

Filter; |_

"4l Wireshark: Capture Interfaces

Description P Packets Packetsfs
i@ 3Com Etherlink PCI (Microsoft's Packet Scheduler) 10,0.60.2 17 2
‘. Adapter For generic dialup and YPM capture Immediately start a capture From this interface:

Device: {Device|NPF_{530 1DA0B-0CES-4203-5762-
= A4TOAITACEIA}

Description: 3Com EtherLink PCL {Microsoft's Packet Scheduler)
IP: 10.0.60,2

eady to load or capture | Mo Packets

Cormand Promgt || 1 Atk arks Capt... i %, 11y

2ynuo 9 Evopén katoypopns e OIKTaKHS KIVoHG.

¥ [Untitled) - Wireshark E]@E|

Eile Edit vWiew Go Capture Analyze  Statistics  Help

Bue M 2@ xeaBessF e EEQaa

Filter; | | ¥  Expression.., Clear Apply

Mo, - Time Source Diestination Protocal Info s
. B e i ——— s
17 20.463845 .0.60.3 0. 60, ICMP Echo €ping) reply
18 21.408746 L0.60.2 L0. B0, ICMP Echo (ping) reguest

2 Echg J reply

21 242 rea-{For-hr

23 22.458791  10.0.60.3 10.0.60.2 ICMP Echo €ping) repl

| s
24 23.500232 10.0.60.2 10.0.60.3 ICMP Echo (ping) reguest
25 23.500471  10.0.60.3 10.0.60.2 ICMP Echo (ping) reply
26 24,035935 (= spanning-tree-(for-hr sTP Conf. RODT = 32768/00:04 [0
27 26.036001 Cisco_73:34:42 Spanning-tree-(for-br STP Conf. ROOT = 32768/00:04
| ]
® Frame 22 (74 bytes on wire, 74 bytes captured)
® Ethernet IT, Src: 3Com_dl:cd:dec (00:04:76:dl:cd:dc), Dst: 3Com_dl:c2:8e (00:04:76:dl:c2:8e)
® Internet Protocol, src: 10.0.60.2 (10.0.60.27, Dst: 10.0.60.3 (10.0.60,3)
& Internet Control Message Protocol
CO0D 0D 04 76 dl c2 Se 00 04 7a dl <4 4c 085 00 45 00
0010 00 3< Ob 24 00 00 B0 01 a3 S8 0a 00 3< 02 0a 00
0020 3c 03 08 00 38 5c 02 00 13 00 61 62 63 64 65 64
0030 67 68 69 6a 6b bc 6d 6e of 70 71 72 73 74 75 7a ghijkImn opgrstu 5T
0040 77 6L 62 63 64 A5 66 67 6B 69 wabecdefg hi o
|DOCUME-~1\AdminiLOCALS 1\ Temp\etherkix+al1080" 2224 Bytes 0. | P: 27 D: 27 M: 0 Drops: 0 =
14 start | T Edune ; b f ark g 11241

2ynuo 10. Awotedéouaro Kataypapis tne SIKTVOKRHS KIVHOTG.

Y10 Zynuo 10 moapovoidletar évo MAPASEIYHO TNG KOTAYPOAPHG 7OV TPOCPEPEL M
gpappoyn Wireshark. H 006vn yopiletoan oe tpion empépovg mapdbvpa. 10 mTpdhTo
napabupo mapovcidlovrar Oha ta leepyopevaleepyOpeva ToKETO

o e avéovra aplBuod (ZAn pe v évoeién “No”)
®  LE TN YPOVIKN OTIYUN TNG KaTaypopng (ZtnAn pe v évoeién “Time”)
o e v IP dievbuvon tov amoostoréa (ZThAn pe v évdeién “Source”)

e e v IP dievBuvon tov Tpoopiopod (ZThAn pe v évdelln “Destination”)



o e v £€vdelln Tov TPOTOKOAAOV GTO OMOI0 OVTIGTOEL TO KATOYEYPOUUEVO
nakéTo (TTNAn pe v évdeién “Protocol”)

® L€ WOl GUVOTTIKY TEPLYPOPT TNG AELTOVPYIKOTNTOG TOVG (OTAAN pe TV évdelén
“Info”)
7 (Untitled) - Wireshark W EE

Eile Edit vWiew Go Capture Analyze  Statistics  Help

Bue M 2@ xeaBessF e EEQaa

Filter; | | ¥  Expression.., Clear Apply
Mo, - Time Source Diestination Protocal Info s
T T e i e e A A A
17 20.463845  10.0.60.3 10.0.60. 2 ICHMP Echo Cping) reply
A8 21.4068746  10.0.60.2 10.0.60.3 ICMP Echo (ping) request
19 21.499011 10.0.60.3 10.0.60.2 ICMP Echg ngJ) reply

£ 10.0.60.
3. 500232 10.0.60.3 ICMP
23.500471 10.0.60.2 ICMP Echo (ping) reply
24.035935 Cisco_73:34:42 spanning-tree-(for-hr sTP Cont. RODT = 32768/00:04 L0
26.036001 Cisco_73:34:42 Spanning-tree-(for-br STP Conf. ROOT = 32768/00:04
| ]
-~

[Coloring rRule nName: ICMP] b6
[caloring rule string: fcmp
3Com_dl:cd:

cd:dc), Dst: 3Com_dl:c2:8e (00:04:76:dl:c2:8e)

® source: 3com_dl:cd:4c (00:04:76:dl:cd:4C)

Type: IP (0x0800)
® Internet Protocol, Src: 10.0.60.2 (10.0.60.2), Dst: 10.0.60.3 (10.0.680.3)
& Internet control Message Protocol

0000 [ 00 04 76 Ol <4 4c 08 00 45 00 W ViibasEs
0010 00 3c Oh 24 0D OO0 80 01 a3 S8 Oa 00 3c 02 0a 00  .<

2 .-
0020 3c 03 08 00 38 5c 02 00 13 00 61 62 63 64 65 64 <eoa 8%, o.abodef
0030 67 68 69 6a 6b bc 6d 6e of 70 71 72 73 74 75 7a ghijkImn opgrstu 5T
0040 77 6l 62 63 64 A5 66 67 6B 69 wabecdefg hi

Destination Hardware Address (sth,dst), & bytes. 'D: 27 M: 0 Drops: 0

start. | O edu

2ynua 11. Aroteléopota KoToypapns te SIKTVOKNS KIVIOHG.

Y10 devtepo mapdBvpo vEApyel pio avdAvomn o€ emiMEd0 TPWTOKOAAW®V T OTOid
oxetiCovtar pe 1o katayeypoppévo makéto (Zynpo 11). Téhog oto Tpito mapdbvpo
VIAPYEL 1] AVAAVGT) TOV TEPLEYOLUEVOL TOV TOKETOL HE TN LOpPN dekaeEadikdv aploumv.

U {Untitled) - Wireshark =0

File Edit Yew Go Capture  Analyze  Statistics  Help i —
B W dpExed @ esnF s EE QQQ

Ei\ter:l I' Expression.., Clsar Apply

Tirne Source Destination: Protocol Info

1 0.000000 Spanning-tree-(for-br sTP 32768,/00:

327A8,/00:
32768,/00
32768,/00
32768/0

pa g-tres-(for-br
spanning-tree-(for-br sTP
spanning-tree-(for-br sTP
Spanning-tree-(for-br

O B.A98057 10.0.60.2 10.0.60.3 : TCMP Echo (ping) reguest
10 8. 698225 10.0.60.3 10.0.60.2 ICMP Echo (ping) reply v

< i \ &

® Frame 7 (42 hytes on wire, 42 bytes captured)
= Ethernet II, Src: 3Com dl:cd:dc €00:04:76:dl:cd:4¢), Dst: Broadcast (fFf:ffiff:ff:iff:ff)
= Destination: eBroadcast (Ff:ff:ff:ff:ff:ff)
® Source: 3com_dl:cd:dc (00:04:76:dl:cdda)
Type: ARP (0x0808)
ution Pr

Zynuo 12, Myviuazo ARP



2.7.EQOGoV £yete €vepYOmOMGEL TNV TOPAKOAOVONGN ™G KAPTOC OKTOOL EKTEAEGTE TNV
EVTIOM] TNV evioAn ping <ip diwievbvven evrog LAN> o1o mepipdAlov g epapuoyn
Command PromptEAéyéte to punvouata tov mpotokorrov ARP ko e€nynote
Aertovpykotnta tovg. ‘Eva mapdderypa kotaypapng ARP unvopdtov tapovcialetal oto
Syfuo 12,

28. EpOcov £yete evepyomomoel TNV TapakKoAoDONon ¢ KAPTOC OKTOOL EKTEAEGTE TNV
EVIOM] TNV €VTOAN ping <ip dwedfvven extoc LAN> oto mepifddlov g €papuoyn
Command PromptEAéyéte to punvouata tov mpotokorrov ARP ko e€nynote ™
S1pOoPA GCLYKPLTIKG, LLE TO OTOTELEGO, TOV Pripatog 2.7.

2.9. Extehéote v evtoAn telnet 10.0.20.1217 10.0.60.121yiwa va ovvdebeite pe to
nepifdddiov dlayeipiong tov Switch tov epyaotnpiov. Eeodcov {nmbei password
TANKTpOAOYNoTE T AEEN CiSCO.

Microsoft Windows XP [Uersion 5.1.26881
(C> Copyright 1985-28081 Microsoft Corwp.

= commandpromat .- L
B

C:~Documents and Settings“Admin>telnet 16.8.28.121

e+ Telnet 10.0.20.121

User Access Verification

Password:
Corel-sw>_

2ynua 13.IlpoéoPaon oro mepifidriov dioyeipions tov SWitch

2.9. Exteléote v evioAn] enable kot gdoov {nnbei passwordminktporoyniote ™ ALEN
cisco.



(= Tenett00.20420 o
B

Corel—swienable

(= Tenett00.20420 o
B

Corel—sw>enable

assword:
Corel—swult

2ynua 14.11epifdllov Sioyeipions tov Switch

2.10. Exteréote v gviodr; show mac-address-tablecor cuykpivere tigc MAC Sigvbivoeig
HE TIC 51eVBVVGELS TV VTTOAOYIGTMV GG,

+ Telnet 10.0.20.121

whshow ma
d.

57
2048
Mon—-static Adde -H
D: nation Addre Destination Port

Dynanic tEthernetB-22
Dynamic 1 FastEthernetB@- 24
Dynanic FaztEthernet@ 24
Dynamic FastEthernetd- 24
Dynanic FaztEthernet@ 24
Dynamic FastEthernetd 22
Dynamic FastEthernetBd. 2

Dynamic FastEthernetB@ 3

Dynanic FastEthernet@ 22

2ynua 15.0Tivaxag Metoywyrc tov Switch

2.11. Exteléote TV evioAn exit ywa va anocuvvdedeite amd 1o mepiPdiiov dwoyeipiong tov
switch.

2.12. Extedéote v eviod telnet <IP dwedBvven Router> yio va cvvdebeite pe to
nepPdriov  dwyéipong tov router. Q¢ IP 61evBvvon tov router umopsite va
ypNoonoote omotodnmote devbuven xel oplotel oTic demapég Tov router. 'Eva
napdderypa mapovctdleror 6to ynfue 16. Eedoov, (ntnbei passwordiinktporoyfote
AéEn cisca



C:~Documents and SettingsAdmin>telnet 18.8.28.1_

+ Access Uerification

2ynuo 16.11pocPacn oto mepifailov dioyeipions tov router

2.13. Exteléote v evioln show interfaces fa 0/ kataypdayte ) MAC Sighbvvon ng
demapng ovvdeong tov routerpe to switch. Zvykpivete v mpoavapepopevny MAC
devBvvon pe ovt) mov €yl koToypogel oto Pruo 2.8 mpoxeévov va
emPeforwbet o ekel oyoAacuodg.

Telnet 10.0.20.1

FaththernetB/B iz up. line protocol is up
Hardware is AmdFE, address is BBB3.e362.aB28 <(hia BBB3.e362.aB28>
MTU 15688 hytes, BY 1886880 Kbhit. DLY 188 usec.
reliability 255-255, txload 1255, rxload 1255
Encapsulation 8682.1Q Uirtual LAN, Ulan ID 1., loopback not set
Keepalive not set
Full-duplex. 188Mhrz,. 188BazeTlX. FX
ARF type: ARPA. ARF Timeout O4:00:00
Last input O0:80:8 output BB:8 ?. output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Qutput gueue B-48, @ drops; input gueue B-75,. B drops
% minute input rate B hits/sec,. B packets~sec
5% minute output rate B bhits/sec. B packets~sec
28379 packets input, 5877478 hytes
Received 17347 broadcasts. B runts, B giants,. @ throttles
B input ervors, @ CRC, B frame., @ overrun,. B ignored
B watchdog
B input packets with dribble condition detected
182648 packets output, 1813253% bytes, B underruns{B-8-8>
B output errors. B collisions, 11 interface resets
8 habbles,. B late collision, 2 deferred
B lost carrier, B no carrier
B output buffer failures, B output buffers swapped out
Corel—»it

2o 17 . Xroyyeio dieragric FastEthernet oto router.



Core 1

Pc VoIP-1/VLAN 10: Server
IP address: 10.0.10.2/24
Default Gateway:10.0.10.1

Pc User 1/VLAN 30:Users
IP address: 10.0.30.2/24
Default Gateway:10.0.30.1

Pc User 1/VLAN 30:Users
IP address: 10.0.30.3/24
Default Gateway:10.0.30.1

Pc M2/VLAN 20:NOC
IP address: 10.0.20.3/24
Default Gateway:10.0.20.1

Core 1
Pc M1/VLAN 20:NOC %0 User Hub
IP address: 10.0.20.2/24 % Core 1
Default Gateway:10.0.20.1 Switch *00]17‘ Router
serial0/0
(52 10.6.0.1/30
fa0/2 fa0/24 serial0/1
fa0/0 10.6.0.9/30
of 10.0.10.1/24 -6.0.
o 10.0.20.1/24
k&

10.0.30.1/24

| Member 1

Memberl-r
serial0/0
10.6.0.2/30

Pc 1/LAN : User

fa0/0 IP address: 10.1.1.11/24

Core 2

Pc VoIP-2/VLAN 40: Server
IP address: 10.0.40.2/24
Default Gateway:10.0.40.1

@/fao/z

Pc S2/VLAN 60:NOC
IP address: 10.0.60.3/24
Default Gateway:10.0.60.1

Pc User 3/VLAN 50:Users

IP address: 10.0.50.2
Network Mask: 255.255.255.0
Default Gateway:10.0.50.1

Core 2
Pc S1/VLAN 60:NOC Core 2 Router .
IP address: 10.0.60.2/24 Switch serial0/1
Default Gateway:10.0.60.1 10.6.0.5/30
serial0/0

10.0.40.1/24 10.6.0.13/30
B 10.0.50.1/24

2 10.0.60.1/24
<

~

»n

Pc User 4/VLAN 50:Users

IP address: 10.0.50.3
Network Mask: 255.255.255.0
Default Gateway:10.0.50.1

10.1.1.1/24

serial0/1
10.6.0.6/30

Pc M3/LAN :NOC

IP address: 10.1.1.2/24
Hub Member 1

| Member 3

serial0/1
) 10.6.0.10/30
serial0/0

10.6.0.14/30

Pc 1/LAN :User

Zynuo 1.1 Epyaotyproxn Tomoloyia

fa0/0
10.1.3.1/24

Member3-r

IP address: 10.1.3.11/24

Pc S3/LAN :NOC
IP address: 10.1.3.2/24







